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Executive Brief — At a Glance

The problem

A breach of any single endpoint
or server on today'’s flat LAN can
move sideways and reach critical
systems including the database
tier within minutes.

Why now

A perimeter breach is a question
of when, not if; requlators (DORA,
NIS2) and auditors increasingly
require network segmentation
as a control.

Our recommendation Adopt
micro-segmentation as a Zero-
Trust enforcement layer across
the Campus and Data Centre LAN,
starting with a focused four week
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A ransomware infection
on one workstation cannot
reach the database or other

service tiers.

Expected outcomes

- Blast radius or attack surface
contained to a single workload,
ransomware on one host cannot
reach the other tiers.

- Automated containment in
under 30 seconds (target to be
validated in Phase 1), versus
hours to days today.

- Reduced audit and
compliance scope through
ring based segmentation.

assessment.

What we are asking for Approval
to initiate Phase 1, nomination

of an executive sponsor, and
confirmation of the target
containment SLA.

Executive Summary

Traditional perimeter based security assumes
implicit trust within internal network segments. A
model that fails catastrophically once an adversary
gains initial access. Micro-segmentation dismantles
this assumption by enforcing granular, workload and
application-level access policies at the network

layer, independent of the standard IP/VLAN topology.

This solution presents a reference architecture for
deploying micro-segmentation across both
Campus LAN and Data Centre LAN environments,
demonstrating how it:

« Shrinks what an attacker can reach by blocking all
internal (east-west) traffic by default and allowing
only the connections each system genuinely needs.

Aligns with:

NIST SP 800-207 (Zero Trust),
PCI-DSS segmentation,
ISO/IEC 27007,

DORA , NIS2.

- Shorter attacker dwell time
through full visibility of internal
(east-west) traffic.

« In case application to application flow is not
known then it is suggested to perform the
micro-segmentation at network level by
permitting the host-to-host communication
and limiting upto the specific TCP ports.

« Limits the damage from a compromised server
or device by confining it to its own segment, so
an incident cannot spread across the network.

« Automatically isolates (quarantines) a
compromised or non-compliant device on the
campus network within seconds.

» Advances the organisation’s Zero Trust strateqgy
and complements existing secure access
(SASE) investments.




The Challenge: Why flat networks fail

Most enterprise networks, even those with robust north-south firewalling, suffer from
dangerously permissive east-west traffic. Once inside the perimeter, an attacker or a
compromised server can move laterally with minimal friction using scanning and other
well-known techniques.

FLat / VLAN-only Network Micro-Segmented Network

o
One compromise spreads everywhere- Breach contained to one workload-
unconstrained lateral movement everything else stays safe

Implicit Trust Unconstrained Lateral Movement
Simple VLAN membership alone grants Compromised endpoints can traverse
broad access. Any device on a segment segments freely. Ransomware and other
can reach any other, regardless of role exploits propagate unhindered, and a
or sensitivity. There is no enforcement single phished endpoint can become
boundary between, for example, a the pivot for a domain wide breach.

workstation and a sensitive database
server sharing the same VLAN —
they can communicate freely.

No Application / Workload Identity Delayed Detection and Containment
Policies based purely on IP address or Without micro-segmentation, infection
VLAN tag are fragile and operationally spread continues until detection. The
expensive. They do not scale with detection takes often days, and even
cloud-hybrid or dynamic workload after the initial compromise, the
environments where IP addresses are containment takes time and by the time
ephemeral, and IP-based controls are breach results data loss and damages
comparatively easy to evade. the organization’s reputation.
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Mythos risk assessment
perspective

Mythos vulnerabilities may expose endpoints,

servers, applications or infrastructure components.

Without micro-segmentation, successful
exploitation can enable unauthorised access to
adjacent systems, privilege escalation, data
exfiltration and operational disruption.

Summary of current-state
challenges

Flat network architectures

Excessive trust relationships

Broad east-west communication paths
Limited visibility into workload interactions
Large blast radius / attack surface during
cyber incidents

Policy Enforcement Architecture

Most enterprise networks, even those with robust north-south firewalling, suffer from
dangerously permissive east-west traffic. Once inside the perimeter, an attacker or a
compromised server can move laterally with minimal friction using scanning and other

well-known techniques.
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Micro-segmentation moves policy enforcement from the network edge to the workload
boundary, using a range of attributes at the Data Centre or Campus LAN fabric. Each host, VM
or container carries allow / deny rules based on attributes beyond the IP address — such as
FODN and MAC address — so that policy follows the workload rather than its location.

“Never trust, always verify” — enforced at every workload

VERIFY IDENTITY & CONTEXT

User & group (AD)

Device & posture

Policy Engine

deny by default

Workload & FQDN

I

MAC / fingerprint

ENFORCE AT BOUNDARY
App v DB
allowed
Dev X DB
denied

Policy follows the workload — not the IP or VLAN. Rules are written once, expressed as code,
version-controlled, and enforced consistently whether the workload moves, scales, or changes address.




Campus LAN — Reference Architecture
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The Campus LAN presents a heterogeneous attack surface: unmanaged loT, BYOD endpoints,

shared printers, IP phones and corporate workstations coexist on the same physical infrastructure.
Micro-segmentation operates here through 8021X NAC, dynamic VLAN assignment and distributed
policy enforcement at the access layer, using solutions such as Cisco ISE, Aruba ClearPass or FortiNAC.

Campus LAN - Micro-Segmentation Zones

802.1X identity | Dynamic VLAN assignment | Distributed enforcement at the access layer

User Endpoint Zone loT / OT Zone

* 8021X + AD group identity « MAC pinning + Device fingerprint
» Corporate laptops: only approved
» apps, email and SaaS reachable 3 a ) * Only its designated controller

» BYOD > captive portal, guest ring

» Strict whitelist: device reaches

NAC Policy * No internet egress controller
» ZTNA preffered for app access . :
Engine * Anomaly > auto quarantine VLAN
ISE
ClearPass
Shared Services Zone FortiNAC Quarantine Zone
* Printers: inbound print protocol L y * Auto-trigger on non-compliant

 from authorised print-server only

* VOIP isolated in dedicated QoS ring

« posture (NAC moves the device)
* Zero lateral access - only DNS

« sinkhole + remediation reachable

* SIPto call manager only

* No peer-to-peer within the zone

User Endpoint Zone

* |dentity enforced via 802.1X and Active Directory group membership

* Human approval to release

e Corporate laptops: restricted to AD, email and approved apps/ SaaS — all else denied by default

* BYOD: captive portal authentication into a restricted guest ring, with no access to corporate resources. Limit
the access to pre-production segment if required

e Split-tunnel enforcement only where needed by default no split-tunnel, with ZTNA preferred for application
access
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loT / OT Zone

* Hardware MAC pinning and device fingerprint for identity (no 802.1X support assumed)
e Strict whitelist: an loT device may reach only its designated controller nothing else
* Nointernet egress from the loT ring without explicit, proxy enforced policy

* Anomalous lateral attempts trigger automated quarantine-VLAN reassignment via Cisco ISE or equivalent

Shared Services Zone

* Printers allowed only inbound print protocol traffic from the authorised print-server
* VolP handsets isolated in a dedicated QoS ring, with SIP traffic only to the call manager

* No peer-to-peer traffic permitted within the zone

Quarantine Zone

e Automated trigger: NAC detects non-compliant endpoint posture and moves the device to a quarantine
segment per corporate policy

e Zero lateral access — only the DNS sinkhole and remediation server are reachable

* Human-in-the-loop required for release — no automated re-admission to production segments

Data Centre LAN — Reference Architecture
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In the Data Centre, Data Centre LAN- Workload-Level Segmentation
micro—seg mentation is Enforcement at the hypervisor/container layer | Allow only approved application flows
applied at the hypervisor/ — Production Ring .

container layer, integrated

with SDN. Workload level
. Middle-ware Database :lp prove(i.l
segmentation spans the ows only

Web_, applICatlon, - -x no path to production
middleware, database

i ~—— Dev/Staging Ring' ~— Management/Infra Ring N
and management tiers
allowing only approved Identical topology, fully isolated Dedicated, isolated management segment
application flows and Internet via proxy permitted Jump host/VDI mandatory for admin
denying all unnecessary Cannot route to production subnets No direct SSH from workstations
east-west traffic through CI/CD ises API-driven policy Out-of-band separation where possible
an application-centric . A 4

a I'Ch itecture. All inter-tier traffic encrypted (MACsec / TLS). East-west flows logged in full via NetFlow or physical TAPs.

Any policy breach is recorded and a containment action is triggered automatically by the automation layer.




Production Ring

* App servers permitted to reach only their designated DB tier, with explicit allow rules at the boundary; micro-
segmentation further limits communication between specific app servers using attributes beyond the IP
address

* No dev/ staging workloads may initiate connections to production. the boundary is strictly enforced
¢ Link encryption (MACsec) on the fabric and TLS for application flows
¢ East-west flows logged in full where possible, via NetFlow or physical TAPs

Dev / Staging Ring

¢ Logically identical topology to production, but completely isolated at the policy layer
* Devworkloads may reach the internet via proxy but cannot route to production subnets under any condition
* CI/CD pipelines use API driven policies for agility and speed

Management / Infrastructure Ring
* Adedicated, isolated management segment with a strong observability layer for full visibility, monitoring and
dashboards

¢ Jump host / VDI / gateway hosts mandatory for all administrative access, no direct SSH from workstations, no
device-to-device hopping

e Qut-of-band management physically separated where possible; logical separation enforced otherwise

Automated Containment Workflow

From first signal to full isolation in seconds - not hours or days

2

Validate
NRE guardrail
pre-flight checks

3

Contain
Compromised
host shunned

Detect
Anomalous

Capture
Automatic

east-west flow
or policy breach
seen in full
telemetry

forensic capture,
human approval
required to
release

in seconds-
noreach beyond
boumdary

the quarantine
policy before
any push

No change deployed without pre-flight validation - every action recorded for audit

Automated Containment Workflow

e Any breach of communication or policy is recorded, and an action is triggered automatically

¢ A compromised hostis shunned in seconds; thanks to micro-segmentation it cannot span beyond its
boundary

* A compromised workload retains no reachability to any other; forensic capture is initiated automatically
where possible

* An NRE guardrail validates the quarantine policy before push. No change is deployed without pre-flight
validation




Attack Surface Reduction — Before vs. After

The table below illustrates
the measurable impact of
micro-segmentation across
seven critical security
dimensions:

Lateral Movement
Attack Surface

Containment Time Hours — days (manual)
Policy Granularity Subnet/VLAN
East-West Visibility
Compliance Scope

Attacker Dwell Time Lohg

Strategic Value to Mythos

Entire segment / domain

Minimal / sampled NetFlow

Entire network in scope

m Flat / VLAN only Micro-Segmented

Unconstrained within VLAN

Blocked at workload boundary
Single compromised workload
<30 seconds (automated)

Per workload, attributes beyond IP
Full flow telemetry; TAPs used
Ring based compliance

Shortened early detection

Strategic Value - the blast radius is contained

Network segment

Faster detection

N reach limited to S
- 4
. one workload .
~ *

~ -
- -
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Contain the Blast Radius

Even if an endpoint or workload is compromised, the
attacker’s reach is limited to what that specific identity is
explicitly permitted to access not the entire segment. A
ransomware infection on one workstation cannot reach the
database or other service tiers.

Accelerate Detection

Full east-west flow visibility surfaces anomalous patterns,
port scans, beaconing, credential spraying which are invisible
in flat networks. Integrated with NetFlow and TAPs, anomalies
are correlated and escalated within minutes.

Policy as Code

Segmentation rules are expressed through automation,
version controlled and deployed via the CI/CD pipeline. Every
change is audited, reviewable and reversible and critical for
compliance audit trails with NRE guardrail enforcement.

What the business gets

Contained blast radius
ransomware on one host cannot reach the database tier

full east-west visibility suarfaces scans and beaconing in minutes

Smaller compliance scope
ring-based boundaries shrink what is in audit scope

Compliance and Audits

Periodic assessment and audit of
policies and compliance checks are
built into the operating model.

Automated Quarantine

802.1X and automation-based
isolation contains a compromised
host within seconds.

Zero Trust Alignment

Micro-segmentation is the
enforcement backbone of Zero Trust.
It operationalises "never trust, always
verify” at the network layer without
requiring full SASE replacement by
making it a high ROl foundational
investment.




Phased Implementation Roadmap

A four-phase approach minimises disruption to live services
while progressively hardening the segmentation posture:

N T L S 7Y S

Phase 1 Weeks 1-4 Assess & discover Assess the Campus/DC LAN
¢ Define initial segmentation rings and expected
allow-lists based on a white-listing principle

Phase 2 Weeks 5-10 Pilot Enforcement * Deploy micro-segmentation in monitor mode on
the Campus / DC production ring (observe, don’t
block)

* Validate policy against captured baselines and
refine allow-lists

® Configure ISE or equivalent NAC policies for
campus loT and BYOD zones in simulation mode

® Train automation for the new alert taxonomy and
quarantine playbooks
Phase 3 Weeks 11-16 Full Enforcement * Enable deny-by-default across all DC / Campus
rings; validate no critical service disruption

® Activate the automated quarantine workflow with
NRE guardrails

* Extend to campus user, loT, shared-services and
guestrings

* |ntegrate for unified observability

Phase 4 Ongoing Operate & evolve * Continuous policy-drift detection

* Periodic segmentation review aligned to
compliance

* Run simulation exercises to validate containment
effectiveness

Conclusion & Recommendation

Recommendation & Next Step
Micro-Segmentation is not

optional, it is foundational HCLTech recommends adopting
micro-segmentation as the Zero-Trust

In a threat landscape where a perimeter breach enforcement layer across the Campus and

can happen any moment but the ability to contain Data Centre LAN, beginning with a four-week

a compromised server to a single workload is the assessment (Phase 1) to baseline current

most impactful resilience investment an traffic flows and define the initial segmentation

organisation can make. rings in co-creation workshop.

Micro-segmentation delivers that capability while

simultaneously improving visibility, compliance Decision requested: approve

posture and operational agility. Phase 1 (the four-week
assessment), confirm an

<30sec Contained Reduced ZT Aligned executive sponsgr, and agree
Containment Blast radius Isolation time Zero Trust the ta rget containment SLA.
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