


Nutanix Flow Network Security is a native
microsegmentation solution embedded
in the Nutanix platform, designed to
secure east-west traffic in modern data
centers and hybrid cloud environments.
Unlike traditional perimeter-centric
security models that rely on centralized
firewalls or overlay appliances, Nutanix
Flow enforces security policies directly at
the virtualization layer, close to the
workload. This architectural approach
significantly reduces lateral movement
risk, eliminates traffic hair-pinning and
improves both security effectiveness and
performance.

As organizations increasingly adopt /’
hybrid cloud, distributed applications |
and zero-trust security models, the need
for granular workload-level protection
has become critical. Nutanix Flow
addresses this heed through
identity-based microsegmentation,
distributed firewalling, centralized policy
management and automated security
operations. Embedding security directly
into the infrastructure layer enables
enterprises to move beyond static,
perimeter-based defenses toward a
scalable, application-centric security
architecture.

This paper explores the importance of
microsegmentation, the architecture and
core components of Nutanix Flow, its
enforcement mechanisms, operational
model and key enterprise use cases. It
also examines how the platform is
positioned to evolve alongside emerging
trends such as Al-driven security
operations, cloud native infrastructure
and DevSecOps integration.
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The shifting
landscape of
data center
security

In today’s hybrid and multicloud
environments, organizations face
rapidly evolving security
challenges driven by application
modernization, distributed
workloads and increasingly
sophisticated cyber threats.
Traditional network security
models built around perimeter
defense using centralized
firewalls are no longer sufficient
in a landscape where applications
are dynamically deployed across
virtual machines, containers and
cloud platforms.

Modern applications generate
significant east-west traffic, often
exceeding traditional north-south
traffic patterns. Once a threat
enters the environment,
unrestricted lateral movement
becomes a significant security
risk, enabling attackers to rapidly
compromise multiple systems
across interconnected workloads.

At the same time, highly
distributed application
architectures based on
microservices, containers and
cloud native technologies have
significantly expanded the attack
surface. Security models tied to
static network constructs such as
VLANSs, IP addresses and subnets
struggle to keep pace with
dynamic infrastructure
environments.

To address these challenges,
organizations are increasingly
adopting microsegmentation and
Zero Trust security architectures.
Rather than securing only the
perimeter, these models focus on
protecting communication
between workloads within the
data center.

Nutanix Flow Network Security
enables this transition by

embedding security at the
virtualization and infrastructure
layers. Through distributed policy
enforcement, application-centric
controls and workload
identity-based security, Flow
helps organizations reduce attack
surfaces, contain lateral
movement and simplify
operational management across
hybrid cloud environments.

This approach not only
strengthens the security
posture but also improves
operational agility, making
Nutanix Flow well-suited for
modern data centers and
cloud native environments.

Security challenges in
modern data centers
and the need for
microsegmentation

Modern data centers are
increasingly challenged by
evolving security requirements
driven by cloud adoption,
distributed application
architectures and highly
dynamic infrastructure
environments. Traditional
security models—built around
static network perimeters and
centralized enforcement—are
no longer sufficient to protect
these environments. As
workloads become more
mobile and applications span
on-prem, public cloud and
hybrid platforms, the limitations
of perimeter-based security
become evident, exposing gaps
in visibility, control and threat
containment.

The key security
challenges include:

Rapid growth of east-west
traffic, which often exceeds
north—south traffic, increasing
the need to secure internal
workload to workload
communication

Dependence on perimeter
based security models, such as
centralized firewalls and DMZs,
which provide limited
protection once traffic enters
the trusted network

High risk of lateral movement,
where attackers who gain initial
access can quickly compromise
multiple systems inside the
data center

Expansion of the attack surface
due to distributed application
architectures built on
microservices and containers,
which introduce many
interconnected services

Increasing infrastructure
dynamism in cloud
environments, making static,
IP based security policies
difficult to manage, scale
and maintain

Collectively, these shifts have
accelerated the adoption of
workload-centric security
models and zero-trust
architectures, in which trust is
never assumed and access is
continuously verified. In this
context, microsegmentation
serves as a critical enabler,
providing fine-grained control
at the workload level and
replacing traditional
perimeter-based defenses with
policy-driven, context-aware
security. This approach not only
strengthens protection against
lateral threats but also aligns
security with the dynamic
nature of modern applications
and infrastructure.

Microsegmentation addresses
these challenges by:

Enforcing least privilege
access between workloads
through explicit allow rules

Preventing or significantly
limiting lateral movement after
an initial compromise

Providing granular control
over east-west traffic, which
dominates modern data center
communication
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Supporting dynamic and
ephemeral workloads without
reliance on static IP addresses

Reducing the blast radius of
security incidents through fine
grained isolation

Where Nutanix
Flow fits in

Nutanix Flow addresses these
requirements by delivering
application centric
microsegmentation that is
enforced directly at the
hypervisor layer. By aligning
security policies with application
intent rather than network
topology, Flow enables
organizations to implement zero
trust principles in a scalable and
operationally efficient manner.

Through distributed
enforcement, dynamic policy
application and deep visibility
into workload communication
patterns, Nutanix Flow provides
the foundation required to secure
modern data centers against
today’s evolving threat landscape
while maintaining agility and
performance.

Application-centric policy model:
Nutanix Flow enables policies
based on application tiers such as
Web, App and Database, aligning
security directly with application
requirements instead of
underlying network structures.
Policies automatically follow
workloads during IP changes and
AHV live migrations, ensuring
consistent enforcement across
the environment. This model
removes dependency on
traditional constructs such as
VLANSs and subnets, simplifying
segmentation while improving
flexibility and operational
efficiency.

Distributed microsegmentation
enforcement: Nutanix Flow
enforces security policies directly
at the AHV hypervisor layer using

a distributed firewall architecture.

Each workload is individually
protected, enabling granular
control of east-west traffic
without relying on centralized
inspection points. The distributed
architecture delivers near
line-rate performance with
minimal latency, making it highly
efficient for modern
high-performance data center
environments.

Dynamic security for hybrid
cloud: Flow provides consistent
security across hybrid
environments by integrating with
on-prem Nutanix clusters and
NC2 deployments on Amazon
Web Services and Microsoft

Azure. Policies remain portable
and consistent even as workloads
move across private and public
cloud environments. This enables
organizations to maintain a
unified security posture without
requiring policy redesign during
workload migration.

Automation and simplified
operations: Flow simplifies
security operations through
automated policy creation driven
by cateqgories, labels and
application visualization tools
such as Flow Network
Visualization. This reduces
manual firewall rule management,
minimizes configuration errors
and accelerates deployment and
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change management processes. least-privilege access model that visibility into application

prevents unauthorized lateral communication patterns for
Enhanced security posture: movement. It reduces the blast enhanced monitoring and
Nutanix microsegmentation radius of potential breaches control.
strengthens overall security by through fine-grained
enforcing a default-deny, segmentation while improving

High-level architecture of Nutanix Flow

Nutanix Flow operates across multiple layers of the Nutanix platform, combining centralized policy
management with distributed enforcement mechanisms.

The architecture includes:

AHV
L )
o —
AHV (Hypervisor Prism Central: Acts Cluster Services: Networking
Layer): Performs as the centralized Provide workload Primitives: Enable
policy enforcement policy management context such as integration with
at the host level and control plane VM lifecycle data virtual networks

and metadata and IPAM service

This architecture enables Flow to function as a centralized control plane paired with distributed
enforcement across all hosts.

Control plane and data plane responsibilities

The control plane, managed by Prism Central, is responsible for:

=7 <>
@ @ NsMVslINy

Policy definition Rule compilation Policy distribution Visibility and monitoring

The data plane, implemented within AHV hosts, performs:

B ooA @
_ N

Real-time Traffic classification Enforcement decisions
packet inspection at the virtual network interface level

Once policies are distributed, enforcement operates locally on each host without requiring continuous
communication with Prism Central. This design ensures scalability, resilience and high performance.
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Architecture overview

Management Plane

anagement VMs Provides GUI, CLI, and RESTful APIs to end-users and applications

Control Plane

I(—

Manages programming of network constructs on AHV nodes
according to user-specified configurations and policies

\Z

Processes traffic based on programmed rules
across the cluster infrastructure

After policies are pushed, enforcement does not require a round-trip to Prism Central for every
flow. This is what enables Nutanix Flow to remain highly scalable and resilient in large
enterprise environments.
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Policy engine: Integration with virtual

The policy engine translates high networking:
Core components level security intent into Flow integrates directly into
. enforceable rules. Policies are the virtual switching layer.
of Nutanix Flow defined using logical constructs Enforcement occurs at the point
such as applications, tiers and where traffic enters or exits a
. o categories to reflect business and VM’s virtual NIC, ensuring all
Flow implements a distributed, architectural intent. These communication is evaluated
policy driven security policies are automatically before reaching its destination.
architecture tightly integrated compiled into scalable rule sets This design enables secure
with the virtualization layer. that can be enforced across the communication even between
Rathgr than rglylng on centralized environment. Dynamic workloads located on the
security appliances, Flow membership resolution same subnet.

enforces segmentation and
access controls at the workload
level, enabling scalable, low

automatically includes workloads

in relevant policies based on

. metadata, enabling consistent

latency security enforcement. enforcement even as How Nutanix

The components below describe infrastructure changes over time.
how Flow translates high level d Flow works

security intent into consistently
enforced controls across the
environment:

Prism Central:

Prism Central serves as the
central control and governance
platform for Flow Network

Nutanix Flow Security
combines centralized policy
management with distributed

Flow Network Secur.ity: . Secgrity. It lis.responsit.)l.e for enforcement to deliver

Flow Network Secunty prowdes storlng plol|C|.es, Compmng rules workload-level security across
the framework for defining and and distributing configurations the infrastructure. Its
enforcing segrr.went.atlon popmes. across the enV|rolnment. Prism operational model can be

It enables application centric Central also provides understood across the

policy modeling to align security observability into traffic flows and following key functional areas:
controls with application enforcement actions, enabling

architecture. It supports dynamic operations and security teams to Policy definition and abstraction:
workload grouping based on gain visibility. In addition, it Policies are defined using an
metadata, enabling policies to supports role based access application-centric model.
adapt automatically as control and auditing, both of Communication rules between
environments change. Distributed which are critical for enterprise web, application and database
enforcement ensures that grade governance and tiers can be expressed using
security controls are applied compliance. logical groupings and service
close to the workload rather than

at centralized choke points. u

Integrated visibility enables
continuous monitoring and
auditing of traffic and policy
enforcement.

Distributed firewall:

The distributed firewall operates
across all AHV hosts rather than
through a centralized appliance.
It classifies traffic using source
and destination attributes to
determine policy applicability.
Traffic evaluation follows an
ordered rule evaluation process.
The firewall can optionally
maintain connection state to
support stateful inspection. This
architectural approach eliminates
the need for traffic to traverse
external firewalls, reducing
latency and avoiding centralized
bottlenecks while ensuring
enforcement occurs close to
the workload.
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definitions rather than static IP
addresses. The system translates
this high-level intent into
enforceable rules associated with
workload identity.

Identity-based
microsegmentation:

Unlike traditional network
segmentation models, Flow uses
workload identity derived from

Network Packet Flow: VM-A to VM-B

Host-A Datapath

metadata such as categories and
tags. Policies follow workloads
regardless of their location or IP
address, ensuring consistency
across environments and
infrastructure changes.

Traffic inspection and
enforcement:

Traffic is evaluated based on
source and destination identity,

Allowed

Connection established
Fast-path enabled _\

A \

Identity Resolution \
1 Tier=Web, App=MyApp, Env=Prod )

2
- _ v
VM-A > Allow / S
vNIC Block?
L4 Tuple: TCP/8443 OCK?
v
Flow Enforcement
Compiled rules check 4
Blocked
Packet dropped
Logged/monitored

1. A packet leaves VM-A's
VvNIC and enters Host-A's
virtual datapath.

4. If the traffic is allowed:

* The connection is established
* Subsequent packets may
be fast-pathed using
connection state

2. The datapath identifies:

» Source workload identity

« Destination workload identity

* Layer 4 tuple information
such as TCP/8443

5. If the traffic is blocked:

* The packet is dropped directly
at the host datapath

« Events may optionally be
logged and monitored

protocol, port, direction and rule
priority, with enforcement
occurring locally on the host to
ensure efficient and scalable
processing.

Packet flow and enforcement:
This packet flow illustrates how
traffic is inspected and enforced
between workloads -

Host-B 3
Datapath —> VM-B
Enforcement check VvNIC

3. Flow enforcement checks
whether VM-A is permitted to
communicate with VM-B based
on compiled security policies.

6. Similar validation may also
occur on Host-B, ensuring that
traffic arriving for VM-B is
legitimate and policy compliant.

This distributed inspection model ensures end-to-end workload-level security without relying on centralized
inspection appliances.

Enforcement logic and performance

In most deployments, organizations
adopt a default-deny posture
within application boundaries to
enforce least-privilege
communication.

* Packet matching against rules

 Action application

« Default policy enforcement
when no match exists

Flow evaluates traffic using a
structured enforcement model
involving:
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Because enforcement is d
istributed across AHV hosts, the
platform scales horizontally as
additional hosts are added. This
eliminates centralized bottlenecks
and improves overall performance.
However, organizations must still
carefully design policies to manage
rule complexity, logging overhead
and operational visibility at scale.

Enterprise
use cases

Nutanix Flow Network Security
supports a wide range of
enterprise security and
operational requirements across
modern data center and hybrid
cloud environments, including:

Zero trust implementation:
Flow supports Zero Trust
security architectures by
enforcing a default-deny model
and permitting only explicitly
defined communication paths.
This significantly reduces the
risk of lateral movement within
the environment.

Application isolation:
Organizations can isolate
development environments,
testing environments, production
workloads, multi tenant
applications, and requlated
workloads, with this isolation
enforced independently of the
underlying network topology.

Regulatory compliance:

Flow supports regulatory
compliance initiatives by
enabling clear segmentation,
least-privilege access and
auditable policy enforcement,
with these capabilities aligning
closely with modern reqgulatory
and security frameworks.

Hybrid and multicloud
environments: Flow enables
consistent policy enforcement
across hybrid and multicloud
environments by anchoring
policies to workload identity
rather than infrastructure-
specific constructs. This ensures
portability and consistency of
security intent across platforms.

Future outlook and
strateqic relevance

Nutanix Flow Network Security is
emerging as a forward-looking
microsegmentation platform
aligned with the evolving demands
of zero-trust architectures and
hybrid cloud adoption.

As organizations continue shifting
toward distributed applications and
multicloud environments, Flow’s
deep integration with the Nutanix
ecosystem positions itas a
strategic enabler for secure,
software-defined infrastructure.

Microsegmentation adoption is
gaining significant momentum.
Industry analysts estimate that
more than 70% of enterprise
workloads will require
segmentation controls by 2027,
driven by increasing ransomware
threats and requlatory pressure.

Within this context, Nutanix Flow is
steadily gaining traction among
enterprises modernizing their data
centers, particularly those already
invested in hyperconverged
infrastructure platforms.

Looking ahead, Nutanix Flow is
expected to evolve toward more
autonomous, Al-driven policy
enforcement using behavioral
analytics and intent-based
networking principles.

Its centralized policy model
combined with distributed
enforcement ensures scalability as
enterprises expand to thousands of
applications and endpoints. This
capability is becoming increasingly
important as east-west traffic is
projected to account for more than
80% of data center traffic.

The platform’s identity-based
policy framework further
strengthens its future readiness by
abstracting security controls from
underlying infrastructure.

As workloads become increasingly
ephemeral due to containers,
Kubernetes and cloud native
applications, this approach ensures
policies remain portable, resilient
and consistent.

Nutanix Flow is also expected to
play a growing role in:

» Zero Trust adoption across data
centers and multicloud
environments

« Automated compliance
enforcement for frameworks
such as DORA, PCI-DSS and ISO

* Integration with DevSecOps
pipelines to enable security
shift-left strategies

* Unified visibility across virtual
machines, containers and
hybrid workloads

Organizations seeking to
strengthen security posture while
maintaining operational simplicity
are increasingly evaluating Flow
as an alternative to traditional
network security models.

Its ability to combine ease of
deployment with
enterprise-grade segmentation
makes it particularly attractive in a
market where simplicity,
automation and scalability are
becoming key drivers of
enterprise decision-making.
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Conclusion: Securing the
next generation of hybrid
infrastructure

Nutanix Flow Network Security is not only
addressing current microsegmentation
requirements but is also positioning itself
as a foundational component of
next-generation software-defined security
architectures.

By combining identity-based security,
distributed enforcement, centralized
governance and operational simplicity,
Flow enables enterprises to secure
increasingly dynamic and distributed IT
environments without sacrificing scalability
or aqility.

HCLTech enables Zero Trust architecture
using Nutanix Flow Network Security by
implementing application-centric
microsegmentation with distributed
enforcement at the workload layer. The
solution follows a deny-by-default
approach, using identity-based policies to
secure east-west traffic across hybrid
environments. HCLTech further enhances
this with migration expertise, automation,

and compliance-driven design to deliver
scalable, policy-based security for modern
data centers.

As enterprises continue to adopt hybrid
cloud, cloud native applications and Zero
Trust frameworks, workload-level security
will become central to their overall
cybersecurity strategy. Nutanix Flow’s
architecture and operational model align
strongly with these evolving requirements,
enabling organizations to reduce lateral
movement risk, simplify policy
management and maintain consistent
security across modern infrastructure
environments.

Its distributed enforcement model,
application-centric policy framework and
integration with hybrid cloud ecosystems
position it as a strategic platform for
organizations seeking scalable,
future-ready microsegmentation
capabilities in an increasingly complex
threat landscape.

To know more about Nutanix Flow Network Security, write to us at contact.hyc@hcltech.com
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