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Bringing
Al to data

Securing enterprise Al workloads
with VMware Private Al on VCF 9




Executive summary

The rapid adoption of generative artificial
intelligence (GenAl) has significantly enhanced
productivity and data-driven decision-making.
However, it has also raised concerns about data
security, privacy and control. As users
increasingly leverage platforms such as
ChatGPT and similar tools for daily tasks,
including document processing and Excel
analysis, questions arise regarding the safety of
sensitive data processed outside organizational
boundaries. This challenge is particularly
relevant for enterprises, academic institutions
and professionals operating under strict
governance and compliance requirements.

These concerns underscore the need for Al
deployment models that can deliver advanced
capabilities without compromising data
ownership, security, or requlatory compliance.

This paper examines how VMware Private Al
addresses these challenges by enabling
organizations to run Al workloads within
enterprise-controlled environments. Unlike
public Al platforms, VMware Private Al keeps
data within private infrastructure, with security
enforced through workload isolation, encryption
and Zero Trust principles. It is built on VMware
Cloud Foundation as an integrated compute,
storage and networking platform.

Furthermore, this paper explores how VMware
Private Al balances security, performance and
usability while addressing practical
considerations such as infrastructure
requirements and cost, presenting a secure and
scalable approach for organizations seeking to
adopt Al without compromising confidentiality,
compliance or control.

The rise of enterprise
emerging data securit

The rapid evolution of GenAl has transformeg
individuals and organizations interact with dg
enabling capabilities such as automated co
generation, intelligent analysis and conversa
interfaces.

Tools like ChatGPT have made Al accessible
range of users, from students and researche
enterprise professionals, allowing them to pg
tasks such as document analysis, data proce
decision support.




However, the widespread adoption of Al has This challenge highlights the need for secure Al

introduced a critical challenge related to data deployment models that can deliver the benefits
security and privacy. As users increasingly of Al while maintaining data integrity and

upload sensitive information, including confidentiality. In this context, VMware Private Al
enterprise data, research materials and personal provides an approach that enables

documents into Al platforms, concerns arise organizations to run Al workloads within their
regarding how this data is processed, where it is own controlled environments aligned with
stored and who has access to it. The limited security, governance and compliance

visibility and control in public Al environments requirements.

pose significant risks, particularly 1
organizations subject to strict reg
compliance requirements. Consec
despite its benefits, Al adoption is
constrained by concerns around ¢
and loss of control.

The trust dilemma: What happens to
data in Al systems

The rapid adoption of generative Al tools has introduced a fundamental dilemma between innovation and
data security. While these tools enable advanced capabilities such as document analysis, Excel
processing and workflow automation, a key question emerges:

What happens to my data once it is uploaded?

The concern centers on whether sensitive data, such as corporate documents, logs, research datasets, or
personal information, may be exposed to the public internet and beyond the user’s control when
processed by cloud-based Al systems. Users question whether their data can be stored, reused, or
transmitted across distributed infrastructures, which may introduce risks of data leakage, unauthorized
access and reqgulatory non-compliance. This uncertainty creates a significant barrier to trust, particularly
for organizations and individuals handling confidential or critical information.

Therefore, the core problem addressed in this paper is the challenge of securely adopting Al without
compromising data privacy, performance, or accessibility.

This paper seeks to answer the following key questions:
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How can solutions such

as VMware Private Al
balance security, cost and
usability in real-world
deployments?

their data remains platform-level controls
protected when using Al are required to secure Al
systems? workloads?




Why Al workloads move
beyond local environments

A common question among users is whether it is
possible to run Al tools such as ChatGPT locally on
personal devices without sending data externally.
While this is theoretically possible, practical limitations
make it challenging for most real-world use cases.

The primary reason is that the Al model, often
described as the ‘Al brain’ and the computational
resources required to run it are not hosted on the
user’s device. Instead, they reside in large-scale data
centers equipped with specialized hardware such as
GPUs, high-speed storage and distributed networking
infrastructure.

Since the underlying compute and storage
requirements cannot typically be met by standard
devices, when a user uploads data or submits a query,
the request is transmitted to external infrastructure
where the Al model processes it and returns a
response.

In simple terms:

User data leaves the local environment
because the Al engine resides in external infrastructure.

This architectural reality explains why data movement is inherent in most public Al services and highlights
the importance of secure infrastructure and controlled deployment models.

The figure below illustrates the typical flow of a user query, showing how a request is transmitted from the
user’s device to the Al infrastructure and how the response is generated and returned.

Why going outside? Because Al Infrastructure is Outside

Your Laptop

Limited Hardware

CPU - 8 RAM - 32 GB, No GPU

1. Upload Excel/
Enter query
3

Data Transmitted
via Internet {HTTP 5)

Al Cloud Infrastructure
({Data Centers)

| —
| S
—3

GPUs, High Speed Matwork,
Massive Storage, Load Balancer

Why Outside?

2. Al Processing

Al Models Too Large
%

N Too Slow for Local Devices

3. Response Sent

Back
Continuous Updates & Management

What happens when you ask Al?
User Input: Analyse my Excel and give insights

Process:
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Why Al tasks require High GPU and storage?

Different Al operations consume varying levels of computational and storage resources!!

Model training (Extreme) Model inference (Heavy) Fine-tuning / RAG

Train Al from scratch - What end-users - Customize for your data
Process TBs of text data experience - Vector embeddings +
Time: Weeks/Months - Real-time query search

GPUs: 1000s in parallel processing - Domain adaptation
Storage: TBs for datasets - Excel analysis, Q&A, - GPUs: 1-8 per training job

+ Checkpoints Generation - Storage: Models +
GPUs: 1-8 perinstance Vector DB
Storage: Model weights
(100GBs-TBs)

The performance gap between standard local devices and dedicated Al data centers can be illustrated as
follows: 2

Components Laptop/Desktop Al data centers Gap Performance
impact
GPU compute 0-1Small GPU 1000s of GPUs 100-1000x Local liference:
(2-8 GB VRAM (80 GB HBM Compute Power 01-2
each) tokens/second
(Unusable)
System RAM 8-64 GB 512GB-2TB 10-50x
Memory Data center
inference:
50-200
Storage 256 GB - 2TB Petabytes (PBs) 1000x tokens/seconds
Capacity (Real-time)
That's 100-1000x
Network speed 50-100 Mbps 100-400 Gbps 1000x faster
(InfiniBand) Bandwidth

Architectural implication

Since underlying compute and storage requirements cannot be met by standard devices, when a user
uploads data or submits a query, it is transmitted to external infrastructure, where the Al model processes it
and returns a response.

‘User data leaves the local environment because the Al engine resides in external infrastructure.

''T. B. Brown et al,, "Language Models are Few-Shot Learners,” Jul. 22, 2020, arXiv: arXiv:2005.14165. doi:
10.48550/arXiv.2005.14165.

2 P.Baziana, G. Drainakis, D. Georgantas, and A. Bogris, "Al and ML Applications Traffic: Designing Challenges for
Performance Optimization of Optical Data Center Networks,” in 2024 International Conference on Software,
Telecommunications and Computer Networks (SoftCOM), Sep. 2024, pp. 1-6. doi:
10.23919/S0ftCOMB2040.2024.10721675



Security challenges across the Al lifecycle

Al systems introduce multi-layered security risks that span across data, models, infrastructure and user
access. Unlike traditional applications with well-defined boundaries, Al systems operate on dynamic data
flows, complex models and distributed environments. As a result, organizations must address security
challenges holistically across the entire Al lifecycle.*
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Figure 3: Al lifecycle and key security challenges
As data flows through an Al system, security challenges arise at multiple layers:

Data layer: Risk of data exposure, leakage and lack of control over sensitive information
Model layer: Risks of unauthorized access, model manipulation and exposure of proprietary models

Infrastructure layer: Challenges related to workload isolation, misconfiguration and multi-tenant
environments.

Network layer: Risks of unauthorized communication, lateral movement and data interception
Identity and access layer: Need for strong authentication and role-based access control.

Al interaction layer: Emerging threats such as prompt injection, unintended data leakage and harmful
outputs.

Securing Al systems, therefore, requires a
comprehensive, end-to-end approach that

integrates traditional security practices with
Al-specific protections.

8 E. Galinkin, "“Towards a Responsible Al Development Lifecycle: Lessons From Information Security,” Mar. 06, 2022, arXiv:
arXiv:2203.02958. doi: 10.48550/arXiv.2203.02958.

4 A.Omran Almagrabi and R. A. Khan, "Optimizing Secure Al Lifecycle Model Management With Innovative Generative
Al Strategies,” [EEE Access, vol. 13, pp. 12889-12920, 2025, doi: 10.1109/ACCESS.2024.3491373.



How does VMware private Al enable secure
enterprise Al adoption?

To address the growing security concerns associated with Al adoption, organizations are increasingly
shifting toward deployment models that provide greater control over data, infrastructure and access. In
this context, VMware Private Al offers a differentiated approach to public Al platforms, enabling enterprises
to run Al workloads within their own trusted environments.

At its core, VMware Private Al is built on the principle:

‘Bring Al to data, not data to Al

This approach ensures sensitive data, such as enterprise
documents, research datasets and proprietary information,
remains within organizational boundaries, minimizing the need
to transfer it to external Al services. By doing so, it directly
addresses one of the most critical concerns in modern Al
adoption: loss of data control.

Unlike traditional Al deployment models, VMware Private Al
embeds security across every layer of the technology stack.
Data is protected through encryption and access controls,
workloads are isolated using virtualization and containerization
and network communication is managed using Zero Trust
principles. &

Platform foundation: VMware Cloud Foundation
as the infrastructure layer

VMware Private Al is tightly integrated with VMware Cloud Foundation (VCF), which provides a unified
software-defined platform combining compute, storage, networking, and operations capabilities into a
single architecture.

Key platform components include:

vSphere: Provides compute virtualization and workload isolation.
vSAN: Delivers software-defined storage with integrated security and resilience.

NSX: Enables advanced networking and security through micro-segmentation and Zero
Trust architecture.

Automation and operations services: Support lifecycle management, monitoring and
operational consistency.

In addition, support for Kubernetes-based workloads through VMware Tanzu enables organizations to run
both traditional and cloud native Al applications on a consistent and secure platform.

By leveraging GPU-enabled infrastructure and enterprise-grade platforms, VMware Private Al enables
organizations to balance security, perfformance and scalability while overcoming the limitations of local Al
deployments.

5 L. F. Sikos, “Securing GenAl Deployments and Preventing Misuse,” in Generative Al in Cybersecurity, L. F. Sikos, Ed.,
Cham: Springer Nature Switzerland, 2025, pp. 55-66. doi: 101007/978-3-032-05250-6_4.

6 "VMware Private Al Foundation with NVIDIA 9.0.” Accessed: Mar. 26, 2026. [Online]. Available:
https:/techdocs.broadcom.com/us/en/vmware-cis/private-ai/foundation-with-nvidia/9-0.html

“"VMware Private Al Foundation with NVIDIA — Readying Enterprises for Generative Al | VMWareExplore 2023 | NVIDIA
On-Demand,” NVIDIA. Accessed: Mar. 26, 2026. [Onlinel. Available:
https:/www.nvidia.com/en-us/on-demand/session/vmwareexplore2023-privateai/



Architecture blueprint for secure enterprise
Al deployments

To understand how VMware Private Al delivers secure and controlled Al capabilities, it is important to
examine the architecture that enables these functionalities.

Built on VMware Cloud Foundation (VCF 9), the platform integrates compute, storage, networking and Al
services into a unified, software-defined environment designed for enterprise-scale deployments.

The architecture follows a layered design model in which each layer contributes to both functional
capabilities and security controls.
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Figure 4: VMware Private Al architecture on VMware Cloud Foundation 9
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Layered architecture model for VMware Private Al

The architecture of VMware Private Al is designed to provide a secure, scalable and modular framework
for deploying Al workloads within enterprise environments. Each architectural layer addresses specific
operational and security requirements while supporting the platform's overall reliability and governance.

This layered approach ensures that security is embedded throughout the entire Al lifecycle rather than
implemented as a separate control mechanism.
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Figure 5: VMware Private Al architectural layers

Mapping security challenges to platform controls

The following table maps key security challenges across architectural layers to the corresponding
capabilities provided by VMware Private Al on VMware Cloud Foundation (VCF 9), highlighting how security
is embedded throughout the Al lifecycle.

Layer

User and application
Layer

Al services and model
layer

Data layer (RAG and
enterprise data)

Platform layer
(Kubernetes and
virtualization)

Infrastructure layer
(VCF: vSphere, vSAN,
NSX)

End-to-end data flow
(Cross-layer)

Key security challenges

Unauthorized access, weak authentication,
misuse of APIs and Al interfaces

Model misuse, unauthorized access, lack of
governance, model tampering

Data leakage, lack of control, compliance
risks, visibility issues

Weak isolation, multi-tenant risks, insecure
runtime environments

Lateral movement, infrastructure attacks,
misconfiguration risks

Data exposure during processing, insecure
communication, lack of governance across
the pipeline

How VMware Private Al (VCF 9)

addresses these

Integrates with enterprise identity providers
(OIDC, SSO, LDAP) and enforces RBAC via
vSphere, Kubernetes namespaces and API
access controls, ensuring only authenticated
users can access Al services

Provides Model Store and Model Runtime
(VCF 9) for secure model lifecycle
management, versioning, controlled
deployment and governed inference
endpoints

Utilizes data indexing and retrieval services,
vector databases and policy-driven access
controls, ensuring data remains within
enterprise-controlled environments

Leverages vSphere with Tanzu Kubernetes
clusters, namespace isolation, and GPU
integration, enabling secure, isolated, and
scalable Al workloads across containers and
virtual machines

Implements NSX micro-segmentation (Zero
Trust), vSphere workload isolation, and vSAN
secure storage, delivering full-stack
infrastructure security and operational
consistency

Ensures data locality, secure inference
pipelines, controlled model endpoints, and
support for private or air-gapped
deployments, maintaining full control over
data processing

VMware Private Al in VCF 9 introduces native Al services such as an air-gapped environment, Model Store, Model
Runtime and data indexing, which enable secure, governed and enterprise-ready Al deployments across all the
architectural layers.



Built-in security controls across the Al lifecycle

VMware Private Al follows a security-by-design approach, embedding controls directly into the
architecture rather than applying them as an afterthought, ensuring consistent protection from data
ingestion to model inference and user interaction.

The following image outlines how security is implemented across key domains, including data, models,
infrastructure, network, access and Al behaviour, providing a holistic view of end-to-end protection in
enterprise Al environments.
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Figure 6: Security controls across VMware Private Al architecture

This layered security model demonstrates how VMware Private Al provides end-to-end protection across
the entire Al lifecycle and ensures that sensitive data, models and workloads remain secure within
enterprise-controlled environments. By integrating security across data, infrastructure and access layers,
organizations can confidently adopt Al while maintaining compliance, governance and operational
control.

In summary, VMware Private Al enables secure and scalable Al adoption by:

- Keeping data within trusted, enterprise-controlled boundaries
- Enforcing strong identity, network and infrastructure controls
- Governing model lifecycle and usage

- Addressing emerging Al-specific security risks



Costs and practical considerations

While VMware Private Al provides a highly secure and controlled environment for Al workloads, a key
consideration for organizations is:

'What level of investment is required and is it practical for real-world adoption?’

This section examines the financial, operational and usability aspects of adopting secure Al solutions, helping
organizations understand the trade-offs between cost, control and security.

VMware Private Al is designed for enterprise-scale deployments and involves three key areas of investment:

+ Infrastructure: GPU-enabled compute, scalable storage and high-performance networking

+ Platform and software: VMware Cloud Foundation (vSphere, vSAN, NSX) and Al services such as Model
Runtime and Model Store

«  Operations: Deployment, lifecycle management and skilled teams (DevOps, MLOps, security)

Among these, GPU infrastructure is the primary investment driver, powering Al training and inference workloads.

Cost vs Security

The choice of Al deployment model is not solely a cost decision, but a balance between investment model,
risk, control and long-term value. Cost, security and control across different Al deployment models can be
summarized as follows:

Approach Investment model Security Control
Public Al (e.g., ChatGPT) | Low (Subscription / Pay-as-you-go) Medium Low
Hyperscaler Al Moderate (Consumption-based / Pay-as- High Moderate

you-go + Infrastructure usage)

VMware Private Al High (Initial infrastructure investment + Very high Very high
ongoing operations)

While VMware Private Al involves higher upfront investment, it provides long-term benefits in terms of data
sovereignty, requlatory compliance and risk reduction, particularly for enterprise and requlated
environments.




Usability and adoption

Despite its enterprise-grade architecture, VMware Private Al does not increase end-user complexity. It
integrates with familiar interaction models such as:

Chat-based interfaces similar to public Al tools
- API-driven access for developers and applications
Integration with enterprise systems and workflows

From an end-user perspective, the experience remains simple and intuitive, while security and governance are
handled in the backend.

When is VMware Private Al justified?
VMware Private Al is most appropriate in scenarios where:

Data is highly sensitive or requlated

Organizations require strict compliance and data sovereignty
- Al workloads are mission-critical

Long-term value justifies upfront infrastructure investment

The decision to adopt VMware Private Al is not driven by cost alone, but by risk, data value and control
requirements.

‘Security in Al is not an expense—it is a strategic investment’

VMware Private Al provides a premium but necessary approach for organizations that cannot compromise on
data protection, compliance and operational control.




Use cases of VMware Private Al

The actual value of VMware Private Al becomes evident when applied to real-world scenarios where data
sensitivity, compliance and control are critical. Unlike public Al platforms, VMware Private Al enables
organizations to safely leverage Al capabilities while ensuring that sensitive information remains protected
within their environment.

The following image highlights key industry use cases and how VMware Private Al addresses their specific
requirements:

Healthcare & Life Sciences

0O Fraud detection and risk analysis
O Patient data analysis : ,
o P : - o Ointelligence analysis
O Clinical summarization \ / = e - )
. - ; 0O Document classification and citizen services
O Al-assisted diagnosis

—_ i antd ¥ Ensures data sovereignty
rotects sensitive patient data : :
; ¥ Prevents exposure of sensitive financial/government
¥ Ensures regulatory compliance (e.g., HIPAA) dat

ata
¥ Enables secure processing of medical datasets
e & v Supports regulatory compliance and auditability

Academic & Research Institutions Ente se IT & te Operations
0 Research analysis 0 Log analysis and incident troubleshooting
O simulation and modeling O Al-driven IT automation

O Al-assisted learning O Internal knowledge assistants (HR, legal, compliance)

¥ Protects intellectual property / ¥ Keeps internal system and business data secure
¥ Prevents data leakage o / # v Enables safe Al adoption within enterprise workflows
¥ Enables secure collaboration ¥ Provides controlled and auditable responses

VMware Private Al is not just a technology solution; it is an enabler for secure Al adoption across industries.
Whether in healthcare, finance, government, or enterprise [T, it allows organizations to unlock the value of
Al while maintaining strict control over their most critical asset: data.

Key takeaways

The analysis presented in this paper highlights the evolving challenges and considerations associated with
enterprise Al adoption. As organizations increasingly integrate Al into their workflows, it becomes essential
to balance innovation with security, control and compliance.

The following key takeaways summarize the critical insights derived from this study:

Al Adoption introduces

R As Al tools become widely used, concerns around data privacy, control and compliance are
security risks 2 privacy, P

increasing across all user groups.

Data as the most critical

et The primary challenge in Al adoption is ensuring that sensitive data—enterprise, academic, or

personal—remains protected and under user control.

End-to-End security is

s Effective Al security must span the entire lifecycle, including data, models, infrastructure,
essential

network, access and Al behavior, rather than focusing on a single layer.

Public Al involves trade-

it While public Al platforms are easy to use and cost-effective, they require users to trust external

environments for data processing and storage.

VMware Private Al

. VMware Private Al (VCF 9) addresses these challenges by keeping data within enterprise-
enables secure adoption i) Ens N e B

controlled environments and embedding security across all layers.

'‘Bring Al to Data’
di A key shift in enterprise Al is moving from sending data to external platforms to bringing Al
paradigm capabilities directly to the data.

Security comes with cost - . : — — :
Achieving enterprise-grade security and control requires investment in infrastructure, operations

and complexity and expertise, particularly for regulated environments.

Use-case driven decision ]
The choice of Al deployment model should be guided by data sensitivity, compliance

making requirements and business priorities.




Conclusion

The rapid adoption of generative Al has unlocked significant opportunities for innovation and efficiency,
but it also introduces critical challenges related to data security, privacy and control. As organizations
increasingly rely on Al for processing sensitive information, ensuring trust and governance becomes
essential.

This paper highlights that traditional Al deployment models often limit visibility and control, making them

less suitable for environments handling requlated or confidential data.

In this context, VMware Private Al built on VMware Cloud Foundation (VCF 9) provides a secure and
practical approach by enabling Al workloads to run within enterprise-controlled environments, allowing
organizations to leverage Al while maintaining control over their data.

Ultimately, successful Al adoption requires balancing innovation with security and governance. VMware

Private Al demonstrates that organizations can achieve this balance and provide the value of Al without
compromising data protection, compliance, or trust.

To know more, write to us at contact.hyc@hcltech.com
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