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Business Challenges for
Cloud Adoption

s » Concentrated Data Exposure - With
the migration of applications on the
cloud, the IT environments of
enterprises and cloud service
providers have become prone to
cyberattacks.

Security Compliance - With
enterprises now sharing their IT
infrastructures with cloud providers,
the risk of non-compliance vis-a-vis
security and regulatory norms has
increased considerably.

Key Security Challenges

Governance and Control - As IT
resources become a shared
responsibility between cloud
providers and enterprises, a clear
demarcation of responsibility has
become difficult.

Lack of Expertise - The
ever-changing nature of the cloud,
coupled with an increase in the variety
of workloads, has led to a steep rise in
the demand of security architects to
manage complex environments.

Cloud migration and integration bring common security challenges that need re-architecturing of
cybersecurity controls. Cloud adoption means agility, speed of execution, and keeping up with
the innovation for the majority of customers. However, the context of security has changed with
rapid cloud adoption and application migration/workload shift.

Challenges

Unmanaged users, BYOD, and systems

Data resides outside the perimeter

Hybrid cloud architecture

Direct access to cloud applications from public
networks and home networks

Lack of activity visibility outside the traditional
perimeter and who owns controls

Events outside the enterprise impacting operations

Reliance on ungoverned providers

Solution to address

Identity and access management with contextual awareness

Data security and privacy

Platform security for cloud workloads

Securing cloud workloads and applications with
native/3rd party controls

Vigilance and monitoring of cloud activities and integra-
tions with cloud security operations

Resilience and incident response across the cloud

3rd party risk and compliance with governance



CSaaS Introduction
n Solution Overview

With its Cloud Security as a Service (CSaaS) powered by Borderless Security reference framework,
HCL helps customers easily migrate applications to the cloud without hampering security in any
way, thereby keeping compliance requirements intact.

CSaaSs provides comprehensive security to all kinds of cloud applications, viz. Saas, laaS, etc.,
hosted anywhere, be it on a public cloud environment or private cloud/on-prem data center. It can
also be accessed by all users from anywhere and on any device.

APPLICATION ACCESS FROM ANYWHERE
Data Center > Cloud(Saas/laas)

COMPREHENSIVE SECURITY
Network Security > User & Data Security

Open Internet
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Business Agility
SaaS > laaS > Private Cloud

Seamless User Experience
COPORATE NETWORK > OPEN NETWORK

E CSaaS Solution Highlights With Cloud Security-Centric Framework

CSaaSs provides a roadmap to enhance cybersecurity risk and compliance management of enterprises
by offering the following:

360-degree services comprising
strategy and architecture,

Standard and validated reference
architectures for hybrid cloud migration

CLOUDSEC MONITORING SERVICE
Real time threat monitoring and

incident response across the
cloud environment

CLOUDEC UNIFIED VULNERABILITY
MANAGEMENT SERVICE

Identification of gaps in cloud environment
and mitigate them before their exploitation

CLOUDSEC DATA SECURITY SERVICES
Service providing right data security
controls for critical & non-critical data

on cloud

transformation and integration

Robust architectures for
customers who are frequent
targets of cyberattacks.

CLOUDSEC IDENTITY SERVICE

Securing privileged and non-privileged
user identities accessing cloud applications

—
Seamless delivery model for
maintenance of security controls
across customer environments

CLOUDSEC GOVERNANCE, RISK
& COMPLIANCE

Cloud governance and compliance
maintence with risk managemnet
and reporting services

CLOUDSEC ADVISORY SERVICES
Advisory service to align and
integrate security policies with
business policies

CLOUDSEC PROTECTION SERVICE
Security for cloud workloads including
vm’s, containers, serverless and the
network communications around them




) ) Why HCL
CSaaS Solution Insights
Committed to driving cybersecurity and risk-aligned digital

Multi-Platform Support transformation, HCL offers enterprises the following
differentiators:

Partnership With Leading Vendors Across The Industry
for The Most Optimum Solution

. Use case-driven innovation environment built on
leading tools and technologies that is designed to help

Skilled Architects Who Are Able to Meet the customers address cloud cyber-attacks.

Dynamicity of The Cloud Environment and Provide the . Pre-built integrations to shorten time-to-value.
Needed Output
. Rich experience across a range of industry sectors with

Cutting Edge Borderless Security Reference focus on regulations, standards, and cyber-attacks.
Framework to Improve on Security Posture Across a
Hybrid Infrastructure and Meet the

Next-Gen Security and Compliance requirements A sneak peak Of hOW Csaas
Flexible Delivery Model Through Our CSFC's Spread helped our clients ace their
Across the Globe . .
cloud security journey

CloudSec  CloudSec  CloudSec  CloudSec CloudSec Unified CloudSec CloudSec
Governance,

Risk &
Compliance

HCL Customer Advisory Protection Identity Data Sec Vulnerability Monitoring
Services Services Services Services Management Services Services
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To know more visit: http://www.hcltech.com/cyber-security-grc-services
or write to us at Cybersecurity-GRC@hcl.com

HCL Technologies (HCL) empowers global enterprises with technology for the next decade today. HCL’s
Mode 1-2-3 strategy, through its deep-domain industry expertise, customer-centricity and entrepreneurial
culture of ideapreneurship™ enables businesses to transform into next-gen enterprises.

HCL offers its services and products through three lines of business - IT and Business Services (ITBS),
Engineering and R&D Services (ERS), and Products & Platforms (P&P). ITBS enables global enterprises to
transform their businesses through offerings in areas of Applications, Infrastructure, Digital Process
Operations, and next generation digital transformation solutions. ERS offers engineering services and
solutions in all aspects of product development and platform engineering while under P&P. HCL provides
modernized software products to global clients for their technology and industry specific requirements.
Through its cutting-edge co-innovation labs, global delivery capabilities, and broad global network, HCL
delivers holistic services in various industry verticals, categorized under Financial Services, Manufacturing,
Technology & Services, Telecom & Media, Retail & CPG, Life Sciences, and Healthcare and Public Services.

As a leading global technology company, HCL takes pride in its diversity, social responsibility, sustainability,

and education initiatives. As of 12 months ending on December 31, 2020, HCL has a consolidated revenue of

US$ 10 billion and its 159,682 ideapreneurs operate out of 50 countries. For more information, visit
www.hcltech.com www.hcltech.com
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